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ABSTRACT

Computer network is a communication between two or more computers that can exchange information data.
The development of a network is supported by adequate devices in that place. When the network has developed,
it must be able to periodically monitor all connected network devices. Methodist School 2 conducts online
platform-based learning, namely JIA (Jelajah limu Acer) for the junior high, high school and vocational levels.
Mehtodist 2 Palembang School uses Mikrotik as its network router, a problem was found that it could not
control the network at Methodist School 2 Palembang regularly. This will make it difficult for a network
administrator to supervise because they have to control and analyze the performance of their devices and
network communications manually. With this problem, the author made an Implementation of Network and
Server Monitoring on Mikrotik with Netwatch via Telegram Bot, the author configured several logs that will
be integrated into the telegram bot in the Mikrotik tool, Netwatch. The telegram bot will send message
notifications about the status of connected devices in the proxy, with this project it is hoped that the author can
help network administrators to be able to help control and analyze the network at Methodist School 2
Palembang.
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Introduction

Computer network According to Ahmodul Hadi, "It is a communication between two or more
computers that can exchange information data". The development of a network is supported by adequate
devices in that place [1]. With the development of the network, regular supervision is needed on all connected
network devices. This will make it difficult for a network administrator to supervise because they have to
control and analyze the performance of their devices and network communications manually [2]-[4].

Sekolah Methodist 2 Palembang is a Christian college school in Palembang that has implemented
digitalization transformation in its learning process. With learning, the JIA (Jelajah IImu Acer) Platform
supports all student learning, especially at the junior high, high school and vocational levels. With this way of
learning from JIA, methodist school 2 supports paperless efforts. This is related to providing books digitally.
Each child will be provided with a digital book that can be accessed on the JIA platform using the internet
network. Therefore, by applying this learning method, Methodist School 2 Palembang needs the internet with
full access control in network monitoring. Sekolah Methodist 2 Palembang uses Mikrotik as a server router to
manage and control all activities and use of the available network. But in carrying out maintenance and
monitoring of existing network servers, network administrators at Methodist School 2 Palembang must do it
manually. The lack of mobility in maintenance makes it difficult for network administrators to detect problems
that are happening because network administrators at Methodist School 2 Palembang are not always in the
network control room [5]-[7].

With these conditions, researchers created a network and server monitoring system using the netwatch
feature integrated into the telegram bot to send log notifications of the data needed. This monitoring system
configuration is made on Mikrotik by inputting several scripts on Mikrotik and as a result the client /
administrator can monitor the network and server via the Telegram bot with a request-sent system where the
receiver will make requests to Mikrotik with the desired menu / option on the Telegram bot display and
Mikrotik will send the desired data log to the receiver in the form of notifications via Telegram bot [8]-[10].
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Research Methods

Research Methods

The author uses the ADDIE method for network topology development which includes Analysis,
Design, Development, Implementation, Evaluation. This ADDIE model was developed by Dick and Carry in
1996 to design a learning system [11]-[13].
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Figure 1 Research Methods

The first stage of the researcher first analyzes the existing network conditions in Methodist School 2
what is needed and shortcomings in Methodist School 2, then it will be developed and improved through this

research [14]-[16].

The needs of tools and materials needed in this study:

Table 1 Tools and Materials Needed in Research

Tools and Materials Specifications Sum Information
AMD Ryzen 5 3500
NVIDIA GeForce GTX Computers play an important role in
1650 this research in the form of
Computer 12 GB DDR4 1 Unit configuration, checking network
(Administrator) SSD 256 GB connections, testing configuration
Windows 11 Pro results.
Mikrotik that will manage the
Mikrotik QCAB8337 2 Units network that will be configured by
RB3011UiAS-RM 1GB (Bridge) Netwatch to the Telegram Bot
10-30 V
Smartphone Mediatek Helio G90T Monitoring of implementation
(Administrator) 6 GB 1 Unit results
2.4 Ghz
300 Mbps
Access Point Unifi 5 GHz Access Point that will spread Wi-Fi
UAP AC Lite 867 Mbps 6 Units signals to laptop or smartphone
Support 802.11 devices
a/blg/n/rikiviac
DC24VO05A
ISP 1 150Mbps 1 Unit ISP 1 acts as the Main ISP
ISP 2 300Mbps 1 Unit ISP 2 acts as a Backup ISP
Winbox is used to configure the
Winbox Version 6.44.5 - mikrotik router with the GUI
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Design

At this design stage, researchers will develop existing networks in Methodist School 2 by applying some
additions related to network and server monitoring by adding several scripts to Netwatch in Mikrotik. With the
topology design, it can facilitate implementation in the field [17]-[19].
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Figure 2 Network Topology Design

In the design above, the client / administrator will make a request according to the menu on the telegram
bot and will be sent to the proxy, after making the request as desired the proxy will send the notification to the
telegram which will be displayed on the client / administrator device [20]-[24].

Development

At this stage the researcher will explain the performance of the network and some of the benefits of
developing this research from the previous one.

With the implementation of this research, it is hoped that the network and servers at Methodist School
2 can be easier and more intense to monitor and can quickly handle problems sent notifications via telegram
bots.

Researchers use tools on Mikrotik, namely Netwatch which will send log signals that have been
configured in the script and integrated into Netwatch to be able to send notifications and requests to clients /
administrators.

In addition to the request-sent method, the researcher created a configuration of up and down interface
connection status notifications that were sent to the telegram bot. The information submitted is in the form of
ether and IP how much is down or up again with a description of the date and time of the incident. Researchers
make this to be able to find out in real time the occurrence of problems in terms of down and up again on the
proxy router interface.

Results and Discussion

Implementation

Starting with creating a telegram bot account, creating this telegram bot account as a place / platform
to send log data that will be configured on the proxy to the client / administrator. Search in the telegram search
bar "BotFather", select the command "/newbot", enter a name for the telegram bot, and create a username for
the telegram bot using the word "Bot" at the end of the username. When finished, researchers will get a reply
message from BotFather sending the telegram bot link and HTTP API access token from the telegram bot that
has been created.
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Configure the IP Address on each ethernet port according to the topology that has been designed.
Table 2. IP Address on Each Ethernet Port

IP Allocation IP Address Interface

ISP 1 192.168.18.6/24 Ether2

ISP 2 192.168.123.235/24 Ether3
General Staff 192.168.2.254/24 Vlan Biz High School (eth 2)
JUNIOR 192.168.3.254/24 Vlan Biz High School (eth 3)
SMK 192.168.4.254/24 Vlan Biz High School (eth 4)
SMA 192.168.6.254/24 Vlan Biz High School (eth 6)
High School Corridor 192.168.8.254/24 Vlan Biz High School (eth 8)

Cashier 192.168.21.254/24 Ether9

Configure DNS so that clients can access domains on the internet, here researchers use ISP1 DNS 192.168.18.1,
ISP2 192.168.123.254, and Cloudflare DNS 1.1.1.1

DMS Settings

Servers: | 192.168.18.1

152.168.123.254 Cancel

@+ 400

g

1.1.1.1
Dhynamic Servers: | 192.168.18.1

192 168.18.1 ot

Cache
| Allow Remote Reguests

Max UDP Packet Size: 4096

Query Server Timeout: | 2.000 s
Query Total Timeouwt: | 10.000 s

Max. Concurrent Queries: | 100

Max. Concument TCP Sessions: |20

Cache Size: | 2048 KiB
Cache Max TTL: | 7d 00:00:00
Cache Used: | 1085 KiB

Figure 4 DNS

Next, configure the NAT firewall which is useful for making local IP access can connect to the internet
by providing masquerade action on ISP 1 and ISP 2 on the NAT Firewall menu to the source interface
connected to the internet, for ISP 1 add chain=srcnat out interface = ether2 action=masquerade, for ISP 2 add
chain=srcnat out interface = ether3.
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ND  #apmp ha-unauth 6 fep) 25
120 =0 redrect hs-auth 6 ftep)
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16 =l masquerade  srcnat ether2
17 =l masquerade  srcnat ether3
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‘13 =1 masouerade _ srcnat 152.168.14.0/24 - &
40 Rems

Figure 5 NAT firewall

The next configuration in the Scripts menu, in this menu will be entered the configuration script that
will be used or synchronized to the telegram bot. This configuration works so that later the client / administrator
can make requests for what menu you want to display or send by the proxy to the telegram bot.

1. func_fetch configuration serves to send and retrieve data via telegram bot url.

2. func_lowercase configuration works for automatic upper and lower case matching when entering commands
in telegram bot.

3. The reboot-report configuration serves as a report when the proxy router is rebooted will display the time,
date and time of occurrence which will be sent from the proxy to the telegram bot.

4. The tg_cmd_batal configuration functions as a command in the telegram bot to cancel the command request
in the telegram bot menu.

5. The tg_cmd_cpu configuration serves as a command to see the updated conditions of the use of the Mikrotik
router CPU.

6. Configuration tg_cmd_help works when the client / administrator wants to know what commands are on the
telegram bot.

7. tg_cmd_hotspot configuration serves to check hotspots that have been created in the proxy in the form of
user hotspots, disconnect all hotspots, create and delete users.

8. The tg_cmd_interface configuration serves to check the bandwidth of the connected ethernet, the available
ethernet port.

9. The tg_cmd_ping configuration serves to perform ping tests to the internet or other websites using IP
addresses.

10. The tg_cmd_ppp configuration serves to control the device of someone connected to the network through
a telegram bot.

11. The tg_cmd_reboot configuration serves to reboot the Mikrotik router via telegram bot.

12. tg_cmd_stop configuration serves to stop running commands / sent by Mikrotik to the telegram bot.

13. Configure tg_config place to configure the bot by connecting or connecting the proxy to the telegram bot
by entering the Chat Bot ID and Telegram API Bot client / administrator.

14. Configure tg_getUpdates to update bot incoming messages.

15. Configure tg_getkey to retrieve the registered bot key.

16. Configuration tg_sendMessage script to be able to send messages from mikrotik to telegram bots and vice
versa.

After configuring in Scripts, then configure the Netwatch by adding a list of IP addresses that have
been registered previously with one of the IP examples to be configured on Netwatch "192.168.2.254".
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Netwatch Host <152.163.2. 254>

tot el Oemn
Host: 192,168 2254 [ cancel |
rterval: (000005 [ repy |
Timecat: | 1000 mlF =

Disable

Sstus: -

Since: [W/17/2023 121550 L !

[ Remove

Figure 6 Netwatch IP Router Configuration

After configuring and registering several IP addresses for monitoring, then configure the Schedule to be able
to send or update log data in Scripts using time intervals.

Schedule <Reboot Report> [=]

Name: Reboot Report
Start Date: |Jul/27/2023
Start Time: |startup

+l

il

Interval: | 00:00:00
Owner: |admin
Policy: |v| ftp v reboot
v/ read v write

g
<
o

v/ policy v test
v| password |v| sniff
v senstive v romon

dude
Run Count: |1
Next Run:

On Event:

delay 30 A
/system script run reboot-report

Figure 7 Configuring the Schedule reboot-report
Evaluation
After implementing the topology that has been designed, there are several things that need to be done to try the
performance of monitoring via this telegram bot.
Menu views available to client/administrator are created on tg_config scripts.
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[ Mikrotik_Pusat_Meth2
PERINTAH TIDAK VALID!!
Gunakan perintah dibawah ini. Perhatikan huruf BESAR dan kecil

/interface
>>Menampilkan interface

/ppp i

>>Tampilkan menu ppp
&

/hotspot 3

>>Tampilkan menu hotspot

/ping <alamat ip>
>>Ping ke alamt ip
N Contoh: /ping 192.168.1.1

: /cpu
“ | >>Monitoring penggunaan CPU dan RAM

i /reboot
0 >>REBOOT Mikrotik 17:39

Figure 8 Basic Menu Display

Menu display / interface to be able to display what commands can be used. Figure 9 "/etherl traffic interface"
to be able to display traffic on etherl.

& B (== \
BN C@: finterface 15553 |
Mikrotik_Pusat_Meth2 1y

PERINTAH INTERFACE

/interface tampilkan
>>Melihat daftar interface dan status interface.

/interface trafik <nama interface>
| >>Melihat trafik secara realtime.
Contoh: /interface trafik ether1

/interface enable <nama interface>
>>Mengaktifkan interface.
i Contoh: /interface enable etherl

/interface disable <nama interface>
>>Menonaktifkan interface.
Contoh: /interface disable ether1
3 7 N
/interface trafik etherl ;55

Mikrotik_Pusat_Meth2
ether1

RX: 0 kb/s

TX: 0 kb/s

Gunakan perintah /stop untuk menghentikan monitoring ;g s

Figure 9 Command /interface display

Recommendations

As for what was obtained from the research above, one thing that can be a recommendation for
researchers is to be able to add a monitoring list to network security, one example is detecting user logins on
Mikrotik via Winbox, where the access port is 8192. With this recommendation, you can quickly find out when
someone logs in via Winbox and which IPs are detected logging in via Winbox.

Conclusion
Can find out in detail from all command choices made and can be directly executed through telegram
bots for choices such as creating, deleting or editing configurations on the Mikrotik router.
In this study, clients / administrators can easily monitor and control the entire network in Methodist
School 2 through telegrams that have been connected to the API bot on Netwatch. In this study, researchers
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created a group connected to Mikrotik using the Chat _id in the telegram group, so that they could invite several
IT staff from various levels who needed monitoring.
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