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Abstract. The development of computer networks is happening very rapidly, both in commercial installations, 
academics and homes of residents who now need and use internet access. Computer networks become a shared resource 
that is used by many applications representing different interests. With the ability and experience possessed by a hacker, 
he tries various kinds of computer network attacks with tools that are made independently or those that already exist 
are immediately used. A Distributed Denial of Service attack or what is often referred to as DDoS is a distributed attack 
with the aim of consuming the victim’s bandwidth or resource availability by flooding servers, network links, and 
network devices with unauthorized traffic. Some of the DDoS tools used to carry out attacks include GoldenEye, 
DAVOSET, PyLoris.  From the test results it was found that the GoldenEye tool was the most effective tool in causing 
the website to be inaccessible within 20 seconds and with 10,584 connections. 
Purpose: The purpose of this research is to compare DDoS attacks from the GoldenEye, DAVOSET, and PyLoris 
tools.. 
Methods/Study design/approach: In this research, forensic research methods are used which aim to test system 
performance for analyzing file metadata in a digital evidence investigation process. 
Result/Findings: The results found in this research are the effectiveness of time, number of attacks, and protocols used 
in the GoldenEye, DAVOSET, and PyLoris tools. 
Novelty/Originality/Value: The novelty/originality/value used in this research provides documentation of the 
execution of attacks by the GoldenEye, DAVOSET, and PyLoris tools. 
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INTRODUCTION 
Computer networks become shared resources used by many applications representing different interests. 
The development of computer networks is occurring very rapidly, both in commercial, academic 
installations and in people's homes which now need and use internet access. Therefore, the internet is not 
only accessed by students, but hackers and crackers can also access the internet. For various special reasons, 
they carry out intrusions that will harm server and computer network owners. With the skills and experience 
possessed by a hacker, he tries various kinds of computer network attacks with tools that are created 
independently or that already exist and are used directly. The tools used and the sophistication of attacks 
on computer networks are inversely proportional to knowledge about infiltration of computer networks 
because the attacks that occur are more automatic and cause large numbers. Network attacks have a major 
effect on slow internet access, this is why if you access the internet sometimes it takes a long time to load 
because someone is trying to attack the server. Apart from that, malicious network attacks can result in data 
damage to the server. In general, attacks start by exploiting the host and computer network so that intruders 
come across the network, especially TCP/IP based networks 
Denial of Service attacks or what are often called DDoS are distributed attacks with the aim of consuming 
the victim's bandwidth or resource availability by flooding servers, network links and network devices with 
unauthorized traffic {1]. Several DDoS tools used to carry out attacks include GoldenEye, DAVOSET, and 
PyLoris. GoldenEye is a tool used to carry out DDoS (Denial of Service) attacks against a website which 
aims to flood the server with too many connections so that the attacked server cannot serve a request [2]. 
DAVOSET is an at to carry out distributed denial of service attacks using execution on other sites [3]. 
DDoS attacks via another site execution tool (DAVOSET) – this is a command line tool to carry out DDoS 
attacks on sites via Abuse of Functionality and XML External Entity vulnerabilities on other sites [4]. 
Meanwhile, Pyloris is a script tool for testing server vulnerability against connection fatigue denial (DoS) 
attacks [5]. PyLoris can use SOCKS proxies and SSL connections, and can target protocols such as HTTP, 
FTP, SMTP, IMAP, and Telnet[6], these three tools have differences when carrying out attacks. This makes 
hackers have to choose which tools are more effective, faster and more profitable to use for hacking. Even 
though they are different, these three tools have their own advantages when hacking according to the object 
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to be hacked. The research problem is which tool is the most effective to use to carry out a DDoS attack, 
from this problem it is found that the most effective tool is to carry out a DDoS attack on a late determined 
server.  
 
METHODS 
The flow of the research starts from conducting a literature study, then preparing a test plan, followed by 
carrying out tests and compiling a report. An overview of the research flow can be seen in Figure 1. 
 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 1. Research Flow 
1. Literature Studies 
The first stage in this research is a literature study, at this stage we carry out a literature study as support or 
reference for the studies and theories that we use in compiling DDoS attack reports, while to analyze the 
tools used and website security, forensic methods are used to carry out calculation and security tests.  
 
2. Plan 
The second stage is to prepare a test plan. Developing a test plan is divided into 2, namely, determining the 
testing environment, and also the testing stages. An adequate environment for this research is 2 laptops with 
4GB RAM, WiFi with an average speed of 25 mbps, using VirtualBox software with Kali Linux. The tools 
used to carry out the attack are GoldenEye, DAVOSET, and PyLoris. The target for testing the tool is a 
vulnerable website with the address http://testphp.vulnweb.com/index.php. Testing in this research was 
carried out on the protocol used, number of attacks and effectiveness. 
 
3. Testing and Evaluation 
At the testing and evaluation stage, researchers carried out tests with 3 applications, namely GoldenEye, 
DAVOSET and PyLoris. These three tools are used to carry out Denial of Service attacks on predetermined 
addresses.  

a. GoldenEye 
GoldenEye is a tool used to carry out DDoS (Denial of Service) attacks against a website which 
aims to flood the server with too many connections so that the attacked server cannot serve a 
request. GoldenEye is written in python..  
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 Figure 2. GoldenEye Initial View 

 
GoldenEye Test Tool is HTTP DoS. This tool can be used to test whether a site is vulnerable to 
Denial of Service (DoS) attacks. It is possible to open multiple parallel connections against a URL 
to check whether the web server can be compromised. The program tests security on the network 
and uses 'HTTP Keep Alive. GoldenEye's changes generate requests dynamically – it randomizes 
user agents, referrers, and almost all the various parameters used. GoldenEye tries to keep the 
connection alive and also adds a suffix to the end of the URL that will allow requests to bypass 
many CDN systems (Also known as "Cacheless"). When a server's concurrent connections limit 
is reached, the server can no longer respond to valid requests from other users. 

 
b. DAVOSET 

DAVOSET is a tool for conducting distributed denial of service attacks using execution on other 
sites. DDoS attacks via another site execution tool (DAVOSET) this is a command line tool to 
perform DDoS attacks on sites via Abuse of Functionality and XML External Entity vulnerabilities 
on other sites. Davoset is a PERL based attack tool and has the ability to create many zombies to 
generate botnets to launch DDoS attacks 

 
Figure 3. DAVOSET Initial Display 

 
A DDoS attack tool that uses a zombie system to distribute attacks to various systems, this software 
works by using the Abuse of Functionality and XML External vulnerabilities.  

 
c. PyLoris 

PyLoris is a slow HTTP DDoS tool that allows attackers to create their own HTTP request headers, 
this includes packet headers, cookies, packet size, timeout and CRLF options. The goal of PyLoris 
is to keep the TCP connection open as long as possible between the attacker and the victim server. 
This results in Exhaustion of server connection table resources, once the server connection table 
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is exhausted, it will not be able to handle new connections from legitimate users, resulting in denial 
of service.  
 

 
Figure 4. PyLoris Initial View 

 
PyLoris is software for DDoS attacks that allows you to build your own HTML request header 
structure. This software works to keep the TCP path open as long as possible to drain server 
bandwidth usage. Pyloris is a script-based tool and is used to test service level vulnerabilities for 
certain classes of Denial of Service attacks. It uses the built-in Slowloris operating system method 
and is used to test the server's readiness to withstand Botnet-based DDoS attacks. It is written in 
Python and has an IRC-based attack model 
 

4. Reporting 
The final stage in the research flow is compiling a report, which is a comprehensive synthesis of the entire 
research process. At this stage, researchers combine findings from literature studies, research plans, as well 
as results from trials and evaluations. The process of preparing a report involves in-depth analysis of the 
data that has been collected, choosing a logical information structure, and clear and concise writing. 
 
RESULT AND DISCUSSION 
In this section, the results and discussion of the planned stages are elucidated. The system testing is 
conducted alternately using the designated tools, namely GoldenEye, DAVOSET, and PyLoris. The 
following are the testing outcomes of these three tools. 
1. GoldenEye 
a. Attack Stages 
The attack begins by installing GoldenEye on Kali Linux. Perform installation on the terminal. After the 
installation is complete, the initial display of GoldenEye will appear. The attack was carried out with the 
target website http://testphp.vulnweb.com/index.php using the GoldenEye tool, researchers succeeded in 
causing the target website to experience network traffic congestion and a large number of connections 
accessing the web page. Due to network traffic congestion, the target website cannot be accessed.  

  
Figure 5. GoldenEye testing and measurements 

The CPU load can suddenly increase even though there are no processes running, this results in not being 
able to see the system using the CPU, so the website goes down and cannot be accessed by users.  
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b. Attack Result 
The result of the attack carried out on the targeted website was that a website was successfully hacked, 
losing content and being inaccessible to users. The following is the initial appearance of the website 
http://testphp.vulnweb.com/index.php   

 
Figure 6. Initial appearance of the website 

 
After a DoS attack was carried out using Golden Eye, the website was no longer accessible. The following 
is what the website looks like after hacking: 
 

 
Figure 7. Website Appearance After Hacking 

 
 

2. DAVOSET 
a. Attack Stages 
The attack begins by installing DAVOSET on Kali Linux. Perform installation on the terminal. After the 
installation is complete, the initial DAVOSET display will appear. The attack was carried out targeting the 
website http://testphp.vulnweb.com/index.php using the DAVOSET tool, the website was slow.  
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Figure 8. DAVOSET Testing and Measurement 

 
Even though there is no significant increase in traffic, website performance can be slow due to DDoS 
attacks. Understanding that the goal of DDoS is to overload the hosting server then, the solution is to store 
data on several servers around the world, this CDN serves websites to users from servers close to them for 
faster performance. By using a CDN you don't need to worry about attacks because if one server is 
overloaded then there are still other servers that can be used.  
b. Attack Result 
The result of the attack carried out on the targeted website was that a website was successfully hacked, 
losing content and being inaccessible to users. The following is the initial appearance of the website 
http://testphp.vulnweb.com/index.php  

 
Figure 9. Initial appearance of the website 

After a DoS attack was carried out using DAVOSET, the website was no longer accessible. The following 
is what the website looks like after hacking: 

 
Figure 10. Website Appearance After Hacking 
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3. PyLoris 
a. Attack Stages 
The attack begins by installing PyLoris on Kali Linux. Perform installation on the terminal. After the 
installation is complete, the initial screen of PyLoris will appear. The attack was carried out with the target 
website http://testphp.vulnweb.com/index.php using the Pyloris tool, that is, we succeeded in hacking a 
website so that the website experienced a lack of bandwidth because this attack used up a lot of bandwidth..  

 
Figure 11. PyLoris Testing and Measurement 

Bandwidth traffic is experiencing drastic congestion because too many requests mean the internet requires 
more bandwidth, so it is necessary to monitor bandwidth to stay alert and immediately take preventative 
steps.  
b. Attack Result 
The result of the attack carried out on the targeted website was that a website was successfully hacked, 
losing content and being inaccessible to users. The following is the initial appearance of the website 
http://testphp.vulnweb.com/index.php/.  

 
Figure 12. Initial appearance of the website 

 
After a DoS attack was carried out using PyLoris, the website was no longer accessible. The following is 
what the website looks like after hacking  
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Figure 13. Website Appearance After Hacking 

 
 

4 Pembahasan 

Tools Protocol Amount 
Attack 

Time Result 

GoldenEye HTTP GET 18 workers  588 
connection, 
10.584 
connection 

20 Second The CPU load 
can suddenly 
increase even 
though there are 
no processes 
running, this 
results in not 
being able to see 
the system using 
the CPU, so the 
website goes 
down and cannot 
be accessed by 
users. 

DAVOSET HTTP 80 port  
400 limit 
connection 
32.000 
connection 

40 Second Even though 
there is no 
significant 
increase in traffic, 
website 
performance can 
be slow due to 
DDoS attacks 

PyLoris HTTP 80 port   
500 limit 
connection  
40.000 
connection 

60 Second Bandwidth traffic 
is experiencing 
drastic 
congestion 
because too many 
requests mean the 
internet requires 
more bandwidth, 
so it is necessary 
to monitor 
bandwidth to stay 
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alert and 
immediately take 
preventative 
steps. 

 
 
CONCLUSION 
Distributed Denial of Service attacks or what are often referred to as DDoS are distributed attacks with the 
aim of consuming the victim's bandwidth or resource availability by flooding servers, network links and 
network devices with unauthorized traffic. Several DDoS tools used to carry out attacks include GoldenEye, 
DAVOSET, and PyLoris. GoldenEye is a tool used to carry out DDoS (Denial of Service) attacks against 
a website which aims to flood the server with too many connections so that the attacked server cannot serve 
a request. DAVOSET is a tool for conducting distributed denial of service attacks using execution on other 
sites. DDoS attacks via other site execution tools and PyLoris is a slow HTTP DDoS tool that allows 
attackers to create their own HTTP request headers, this includes packet headers, cookies, packet size, 
timeout and CRLF options. Based on the test results, based on time, it was found that GoldenEye was the 
fastest to make a website inaccessible in 20 seconds, then DAVOSET 40 seconds, and PyLoris 60 seconds. 
GoldenEye can make websites go down faster because it reduces CPU load and also increases traffic 
significantly compared to other tools. As for suggestions for further research, you can compare other tools 
in carrying out DoS attacks and also other attacks. 
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