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	Security is something that is often overlooked by most people and feel safe, but it turns out that someone can still lose their valuables. In this final project, we will design an IoT-based smart door access tool that uses fingerprint and pin passwords using the Optical Scanner Sensor method. And by using a smartphone (android) as a controller using the NodeMCU contained in the ESP2866 WiFi module via an internet connection connected to an application made with MIT App Inventor. The purpose of this method is one of the optical reader techniques that has a fingerprint pattern recording system using flash (light). And the purpose of making and designing this IoT-based smart door tool is one of them to apply the optical method as a method used to recognize fingerprint biometric identification. To move the door using a servo motor as a driver that is directly connected to the NodeMCU.
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1. INTRODUCTION (10 PT)
With the rapid advancement of technology in modern times, human needs will become more complex. In particular, the increasing use of communication technology by people. As long as technology remains stable and connected, the rapid advancement of technology can be seen as a means to foster creativity and communication in unexpected ways[1]. Modern industry has produced a variety of technologies in this era, ranging from newly developed technologies to technologies that are the result of the evolution of previous technologies. In addition, advanced technology is also needed for security systems, especially personal door security systems. [2]. One of the most important components of any home is the door. Manually opening the door will be difficult or worrying because to open and close the door of the house. As technological capabilities increase, consideration should also be given to automatic door security systems when replacing manual methods. Basically, when replacing the manual method, the full potential of the technology consideration also needs to be provided for automatic door security systems [3]. The main issue that needs to be addressed is the doorways that are often lost as a result of using manual methods. There are many people who experience problems with the process of moving from public spaces to private spaces, such as waiting rooms or private spaces where items are stacked with more expensive items than those used by many people. There are many methods that can be used to improve home security. One of them is using Internet of Things (IoT) technology as a method to create doors, which are sometimes referred to as "smart door".
IEEE (Institute of Electrical and Electronics Engineers) defines the Internet of Things (IoT) as a network consisting of individual devices connected to sensors in an internet-based network.[4]. Smart door lock is a type of lock that can be operated with a keypad, fingerprint, or even a smartphone (android). 

In this research, I designed a smart door entrance that uses a fingerprint, PIN password and smartphone (android) as a substitute for a manual key to open and close the door. In this study I used the optical method as the method used to recognize fingerprint biometric identification. Pada proses pembuatan alat ini membuat 2 perancangan yaitu perancangan perangkat keras (hardware) dan perancangan perangkat lunak (software). Maka dari ini, ide untuk membuat smart door ini menggunakan fingerprint, password PIN dan smartphone (android) sebagai pengontrol untuk terbuka dan tertutupnya pintu.
2. RESEARCH METHOD 
In this research method there are several stages as follows:
2.1 Kerangka penelitian
The research findings are presented in clear and concise graphical form. The block diagram is the most important type of diagram as it can be used to understand the different types of tasks that will be performed during the testing process. As a result, the final form of the diagram used to describe the analysis process will result in a system that can function effectively.
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Figure 2.1 Block Diagram of Research Framework
2.2 Device Design
In this research, the design process is divided into two parts, namely design for hardware and design for software. Designing a comprehensive system block diagram is the first step in hardware design. One of the most important elements in the diagramming process is the tool. An overview of how the circuit works can be obtained from the circuit block diagram. Therefore, the overall circuit block diagram will produce a system that can function.
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Figure 2.2. Overall Research Stages
2.2.1 Hardware Design
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Figure 2.3 Hardware System Block Diagram
2.2.2 Software Design
Pada perancangan perangkat lunak software dapat digambarkan dalam uraian flowchart berikut ini
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Gambar 2.4 Blok Diagram Sistem Perangkat Lunak (Software)
3.3. Devices used
3.3.1 Hardware used
The hardware used at the time of this hardware design is:

a. Arduino UNO 

b. 3x4 keypad

c. Fingerprint 

d. Servo 

e. Jumper Cable

f. NodeMCU ESP2866

g. LCD
3.3.2 Software Used
The hardware used during the design of this software is:

a. Arduino IDE

b. MIT App Inventor

a. Arduino IDE

b. MIT App Inventor
5. Method development
The data that has been collected will then be developed to see the data that has been obtained in the monitoring response results on the designed tool design. Then the data is analyzed in order to get the results of the study on research to be combined with other data results.
3. RESULTS AND ANALYSIS 
At this stage, there are several steps taken to put the finished toolkit into practice. This phase begins by utilizing the anticipated data to provide support and resources to achieve the desired level of growth.
3.1.  Design Result
The results of this experiment are divided into two categories, namely hardware experiments and software experiments. The results of the previous hardware method resulted in a smart door lock, while the results of the previous software method resulted in an android smartphone application that functions as a control panel when the user wants to make a door. When a tool is geared, the purpose of this equipment inspection process is to ensure that, when examined in detail, each component can function at its best according to the agreed needs.
3.1.2 Hardware Design Result
This hardware design uses smart door controller tools such as Arduino Uno, LCD, Servo Motor, Jumper Cable, Power Suply, Adapter, Fingerprint and 4x4 Keypad. In this hardware design, it is placed in a miniature house that has been made, so that the design is made in such a way according to functions and uses. The following is an image of the results of the hardware design.
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Figure 3.1 Front View of Miniature House
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Figure 3.2 View of the Servo Located Behind the Door
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Figure 3.3 Arduino UNO Display and Jumper Cable
Figure 1 above is a view from the front of the miniature house made as much as possible by the author. On the right side of the picture there is a placement of tools, namely LCD, keypad, and fingerprint. Figure 2 above shows the placement of the servo behind the door according to its function, namely as a controller when the door is open and closed. Figure 3 above shows the Arduino UNO display and jumper cables under the miniature house, the reason for laying it down is so that the miniature jumper cables do not look messy.
3.2.  Software Design Results
The results of this software design produce a programming in the Arduino IDE which is used to process keypad and fingerprint scanning data based on the protocol of each device and produce an application as a control tool to open the door. This application is made through MIT App Inventor which will be displayed on a smartphone (android) which will be directly connected to the internet network. Then, the keypad uses column and row scanning methods while the fingerprint uses serial data communication.
3.3 Hardware Results
This hardware design uses smart door controller tools such as Arduino Uno, LCD, Servo Motor, Jumper Cable, Power Suply, Adapter, Fingerprint and 4x4 Keypad. In this hardware design, it is placed in a miniature house that has been made, so that the design is made in such a way according to functions and uses. The following is an image of the results of the hardware design.
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Figure 3.4 Front View of Miniature House
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Figure 3.5 Display of the Servo Located Behind the Door
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Figure 3.6 Arduino UNO Display and Jumper Cable

Figure 1 above is a view from the front of the miniature house made as much as possible by the author. On the right side of the picture there is a placement of tools, namely LCD, keypad, and fingerprint. Figure 2 above shows the placement of the servo behind the door according to its function, namely as a controller when the door is open and closed. Figure 3 above shows the Arduino UNO display and jumper cables under the miniature house, the reason for placing it under so that the miniature jumper cables do not look messy. The following is a table of displays on the LCD when the experiment is successful.
3.3.1 Testing Results Using Keypad and Fingerprint

The result of this work is the combination of hardware components, such as the keypad and sliding door in this smart lock, which provides a robust and flexible security system. The keypad provides flexibility with easy-to-read entries and PINs, while Fingerprint technology offers unique biometric fingerprint detection and enhanced security. By using these methods, smart lock doors can provide better user management, easier access, and better security.
	Test
	Password Code
	Fingerprint
	LCD Display
	Servo

	1
	1234
	right thumb
	Correct
	Open

	2
	1313
	Right middle finger
	Correct
	Open

	3
	0808
	Right middle finger
	Invalid Code
	Not Open

	4
	4321
	Right index finger
	Invalid Code
	Not Open

	5
	0000
	Right index finger
	Correct
	Open


Table 1 Test Results on Keypad and Fingerprint

Table 1 can be concluded that in this 5-time experiment some were successful and some were unsuccessful. The success of this experiment is because the PIN password and fingerprint that was tried were correct and the unsuccessful experiment was due to the entry of the wrong PIN password and fingerprint.
3.3.2 Test Results on Smartphone (Android)

To ensure the function of the application when remotely, that is, when the user is not at home or wants to provide access to open the door temporarily to guests or work, the smartphone application for the smart lock door is carried out. Securing the use of the smartphone to create the door ensures that only people who have the appropriate capabilities can create the door. Finally, the ease of use of this Android smartphone menu item allows users to navigate and interact more easily. Thereafter, any application can successfully connect to the smart lock door via an internet connection without the need for a wired or wireless connection. The application created consists of several display menus with several features tailored to the usage function which can be seen in the figure below. 
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Figure 3.6 Display on the Smartphone Menu

In Table 2, the application test was successfully used with a display menu that functions according to what was made. The command to open is to click the "OPEN" button while the command to close is to click the "CLOSE" button.
Table 2 Testing Results on Smartphone
	Command
	Result Description

	OPEN
	WORKS

	CLOSE
	WORKS


4. CONCLUSION 
Based on the results of the tool testing and the problem formulation listed on the previous page, it can be concluded "The fingerprint application process uses an optical scanning method based on finger scanning, which is based on the light penetration effect observed in the fingerprint optical sensor. As a result, a digital signature can be generated on a uniquely identified fingerprint. There is a communication method that uses a fingerprint sensor and an Arduino Uno as a data collection unit that uses serial data communication. Furthermore, at the time of keypad access, the data scanning process is performed using the column and row scanning method on the matrix keypad array. In this case, a 4x4 keypad is used. The data obtained through keypad input is a parallel set of eight PINs, consisting of four column entries and four row entries. On the menu screen of the pre-developed application, the "OPEN" button will notify the user when the door will be opened, and the "CLOSE" button will notify the user when the door will be closed."
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