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automatic door security system based on RFID RC522 connected to

the loT network in the Electrical Engineering Laboratory. The

Egmgrd' research method qseq is Rese_arch and ngelopment (RnD) through
Internet Of Things (IoT) the process of designing, making, and _testlng system prototypes. The
RFID RC522 system is controlled by an ES_P32 mlcrogc_mtroller, uses an RC52_2

K RFID module for authentication, and utilizes relays and solenoid
gm:g gggrrnl‘oc door locks as locking mechanisms. Test results show that the

maximum effective RFID reading distance is 5 cm, with a fast and
accurate response at a distance of 1 to 4 cm. The system can log all
access activities directly through the 10T platform and distinguish
between valid and invalid cards. In terms of power consumption, the
door lock solenoid has the largest power usage when active at 7.2 W,
while other components remain efficient. The implementation of this
system is proven to be able to improve the security aspects and ease
of access monitoring in the laboratory room automatically and
connected.
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1. INTRODUCTION

The rapid development of digital technology has significantly influenced various sectors, including
industry, education, and everyday life. In the field of education, particularly in engineering programs,
laboratories play an essential role as facilities for practical learning and scientific experimentation [1]. The
Electrical Engineering Laboratory, for example, enables students to explore fundamental concepts in
electricity, electronics, and control systems through hands-on activities that involve sensitive and high-value
equipment. Therefore, ensuring security becomes a primary concern in laboratory management. Uncontrolled
access may lead to equipment damage, misuse of facilities, and asset loss, making it necessary to implement
an access control system that restricts usage to authorized individuals only.

Conventional locking systems that rely on physical keys are now considered inefficient and offer
low security because they are easy to lose, duplicate, or misuse. Similarly, password-based systems are not
fully reliable, as they remain vulnerable to data theft and various security breaches [2]. Although biometric
technologies such as fingerprint and facial recognition offer high accuracy, the relatively high
implementation and maintenance costs make them less suitable for certain institutions. Thus, a secure,
efficient, cost-effective, and easily integrable access control solution is needed.
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Radio Frequency ldentification (RFID) and the Internet of Things (IoT) present promising
alternatives for enhancing modern security systems [3]. RFID enables contactless user identification,
allowing authentication to be carried out more quickly and conveniently than manual methods. Meanwhile,
IoT expands system capabilities through real-time data communication, remote monitoring, and internet-
based network integration [4]. The combination of these technologies produces an automatic authentication
system equipped with centralized access logging and monitoring, making it highly suitable for laboratory
environments that require both efficiency and a high level of security.

Several recent studies have examined the integration of RFID and the 10T in security and access
control systems. Aisyah et al.(2022) developed an RFID-based door lock prototype that demonstrated reliable
user authentication, although the system did not yet support internet-based remote monitoring. Diantoro and
Rohmatullahama (2023) designed an loT-based restricted access security system for industrial environments;
however, its implementation remained limited to a local system without real-time activity logging. Nova
Amalia and Muhammad (2024) proposed an RFID-loT-based door security system, but their research
primarily focused on basic locking functions and did not address power efficiency or multiuser integration
capabilities. Fakhruddin et al.(2024) developed a home door security system using loT with an ESP32 and
the Blynk application, but the system was not tailored for laboratory environments, which typically involve
more complex usage requirements. In addition, the study by Zulkarnaen and Al Koriah (2024), which
combined RFID and loT for home door access, emphasized sensor variation rather than conducting a
comprehensive performance evaluation in multi-access scenarios.

Based on previous studies, the integration of RFID and loT holds significant potential for
developing smart and efficient access control systems. However, some studies still encounter challenges
related to cost, data security, and adaptability to dynamic educational environments. Therefore, this study
focuses on the design and implementation of an RFID- and loT-based smart door-lock system for an
Electrical Engineering laboratory, aiming to provide secure, efficient, and real-time monitored access control.

1. Identifying system performance in the user authentication process using RFID cards.

2. Evaluating power consumption efficiency and the effectiveness of 10T integration in real-time
access monitoring.

3. Delivering secure, efficient, and easy-to-implement access control solutions in educational
laboratory environments.

The novelty of this research lies in its low-cost system architecture, which enables centralized
internet-based monitoring while addressing the limitations of previous studies that relied solely on local
control and lacked optimal scalability.

2. LITERATURE REVIEW

Research on RFID and loT-based access control systems has been conducted extensively in recent
years, in line with the increasing need for security and efficiency in digital systems. Several relevant studies
were used as references in this research to review technological developments and identify research gaps that
can be further explored [5].

Research on the integration of RFID and loT technologies in access control systems has been widely
conducted in recent years. Study in, investigated the development of an RFID ID-12-based door lock
prototype [6]. The study began with the configuration of the RFID reader module, which was connected to a
microcontroller, followed by tests on reading distance and authentication accuracy. The results showed that
the system was able to read cards reliably and provide accurate lock—unlock responses. The main advantage
of this study lies in its high reading accuracy. However, its limitation is the absence of remote access
monitoring, as the system was not connected to an 10T platform.

In a subsequent study, a restricted-access security system was designed that integrated RFID with
IoT connectivity in an industrial environment. Their research included hardware design, local server
development, and user access testing in controlled areas [7]. The system successfully identified RFID cards
and recorded access activities. Its strength is the improved access security within industrial facilities.
Nevertheless, the data storage mechanism remained local, preventing real-time monitoring of access
activities.

Furthermore, research in developed an RFID-loT-based door security system. The research began
with configuring the RFID module and microcontroller connected to Wi-Fi, followed by performance testing
of the automatic locking mechanism [8]. The results indicated that the system operated reliably in terms of
authentication and could be monitored through the internet. However, the study did not address power
efficiency, leaving the system’s suitability for long-term operation undetermined.

loT-based security systems were also developed using an ESP32 microcontroller integrated with the
Blynk application [9]. The study involved integrating sensors, control components, and an 10T platform. The
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findings showed that users could remotely monitor door conditions and control a solenoid lock via
smartphone. The system’s strength is its monitoring flexibility, but the study was intended for home
applications and did not consider multiuser scenarios commonly encountered in laboratory environments.

Meanwhile, research in introduced an innovative approach by combining RFID wristbands with
loT-based voice recognition technology. Their research included prototype development, voice sensor
configuration, and dual-authentication testing [10]. The results demonstrated improved security through
multi-layered authentication. However, the system was not tested under high-access-load conditions, leaving
its stability in multiuser situations unverified.

Based on these studies, it can be concluded that the integration of RFID and loT offers significant
potential for enhancing security, efficiency, and flexibility in access control systems. However, most prior
studies still encounter limitations related to real-time monitoring, power efficiency, implementation costs,
and scalability within educational environments. These gaps form the basis of the present research, which
aims to develop a low-cost RFID—loT—based door lock system capable of real-time access monitoring and
suitable for implementation in electrical engineering laboratories.

3. RESEARCH METHOD

This research uses the Research and Development (RnD) method, which is an approach that aims to
assess, design, manufacture, and test the validity of the products developed [11].

This research was conducted through the stages of designing, building, and testing a prototype smart
home system, the explanation of which can be seen in more detail in the following figure.

Studi
Literatur

Analysis
Conclusion

Figure 1. Research Flowchart

In Figure 1 shows an explanation of how this research begins by reviewing the literature to collect
the relevant theoretical basis. Then the system design is carried out. After the design is complete, the tool is
made and tested for function. The test results are evaluated, if not appropriate, improvements are made by
returning to the design stage. If it is appropriate, the data is analyzed and conclusions are drawn to answer the
research objectives, as for the components used in this study include, among others:

3.1 RFID Reciver RC522

RFID is a practical and suitable identification technology to be applied to automation systems. This
is because RFID utilizes radio waves to identify an object. This technology has been widely utilized in
various applications, such as room or occupancy security systems, toll road payment systems, and so on [12].
The RC522 RFID requires a minimum voltage of between 2.5 to 3.3 Volts to operate. This module is capable
of detection at a distance of about 5 cm by using a contactless chip, namely the MFRC522 IC as a reader and
data writer. Because it is contactless, communication with the system is done wirelessly at a frequency of
13.56 MHz with data transfer rates reaching 848 kbps [13]. RC522 RFID module can be seen in Figure 2.
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To clarify the technical characteristics of the MFRC522 RFID module used in the system, the Table
1 shows its technical specifications. This information includes the working voltage, current consumption in
active and standby conditions, as well as the operating frequency which is a reference in system design and
performance testing.

L"—‘ N
ESP32-38PinWide |

Figure 2. RC522 RFID Module

Table 1. Technical Specifications of MFRC522 RFID Chip

No Parameters Specifications

1 Operating Voltage 3.3vDC

2 Current Consumption (Active) 13-26 mA (when reading cards)
3 Current Consumption (Standby mode) 10 pA — 100 pA (power saving)
4 Frequency of Operation 13.56 MHz

As shown in Table 1, the power consumption of the MFRC522 chip is calculated based on the
fundamental electrical principle P =V x I, P=VxI. Under operating conditions, the chip functions at a voltage
of 3.3 volts with an active-mode current requirement ranging from 13 mA to 26 mA. By substituting these
values into the equation, the minimum power consumption occurs when the current is 13 mA, resulting in 3.3
V x 13 mA = 0.0429 W 3.3 Vx13 mA=0.0429 W, or 42.9 mW. Conversely, the maximum power
consumption is obtained when the current reaches 26 mA, producing 0.0858 W 0.0858 W, or 85.8 mW.
Based on these calculations, it can be concluded that the MFRC522 has relatively low power requirements,
with consumption ranging from 42.9 mW to 85.8 mW in active mode, thereby supporting energy efficiency
in systems that implement this chip.

3.2 RFID Tag

For data storage needs, researchers use the Mifare Classic 1K, which is commonly applied to
electronic wallet systems, transportation tickets, identity cards, and various similar systems. The Mifare
Classic has a sector-based security structure, which is divided into 16 sectors, and works at a frequency of
13.56 MHz. This RFID tag has a data storage life of up to 10 years and supports re-writes up to 200,000
times. Figure 3 shows the physical form of a 1 kilobyte capacity Mifare Classic RFID tag card [14].

Figure 3. Tag MIFARE
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3.3 Mikrokontroller ESP 32

ESP32 is a microcontroller developed by Espressif Systems, a technology company based in
Shanghai, China [15]. One of the advantages of ESP32 is that it has been integrated with WiFi and Bluetooth
features, making it easier to develop 0T systems that require wireless connectivity [16]. This module can
also be utilized in various other applications, such as control systems, monitoring, and so on. The ESP32 is
equipped with a deep sleep feature that enables energy savings by disabling the module when it is not
operating [17]. ESP32 is a microcontroller that comes natively with Wi-Fi and Bluetooth modules, designed
to deliver high performance in Radio Frequency (RF) communication while maintaining low power
consumption efficiency [18].

Figure 4. Mikrokontroller ESP 32

The ESP32 microcontroller in Figure 4 offers the advantages of low cost and power consumption.
This device has been equipped with a WiFi module integrated directly on the chip, and supports dual-mode
Bluetooth connections with energy-saving features, thus providing more flexibility in its use. In addition, the
NodeMCU ESP32 module is a compact prototyping board that is easy to program using the Arduino IDE or
Python programming language [19].

3.4 Relay

Relays are electronic components that are used as switches to control electrical circuits, especially
when the required current or voltage exceeds the capabilities that can be handled directly by a
microcontroller [20]. In electrical systems, relays are operated by utilizing a low-voltage electric current from
a microcontroller or other control circuit to activate electromagnets inside the device. Figure 5 shows how a
transistor works as an electronic switch to activate a relay. Voltage is applied to the base of the transistor
through a current-limiting resistor to ensure that the incoming current remains within safe limits.

3.5 Solenoid Door Lock

Lock for door solenoid is a security system that operates electrically using a solenoid, which is an
electromagnetic device that regulates the locking motion through an electric current [21]. When electrified,
The solenoid generates a magnetic field that pushes the locking lever, which allows the door to be opened or
locked. In Figure 6, the system supports two modes of operation, namely fail-safe, where the door will open
when power is cut off, and fail-secure, where the door remains locked even without a power source. This
technology offers efficiency and reliability in automatic access control systems.
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Gambar 5. Wiring Diagram Relay Figure 6. Solenoid Door Lock 12v

3.6 Internet of Things (IoT)

The modern technology known as the 10T aims to ensure that objects remain active and connected
through internet connectivity [22]. Through this concept, various physical devices can communicate with
each other, enabling more efficient automation processes in everyday life. The presence of IoT makes various
human activities easier to carry out in an integrated and practical manner, thus providing an increase in
convenience, efficiency, and productivity in various fields. In the future, the internet may surpass human
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computing capabilities, such as remotely controlling electronic devices. Every object has an IP address that
allows it to be tracked [23].

According to Gartner, one of the technology trends that will have a major impact on the
development of Information Technology in the next five years is the IoT. IoT itself is an approach that
involves various devices, objects, applications, and services in the surrounding environment to create new
solutions and achieve common goals. Each device in this network has an IP address as an identity that allows
it to be recognized and monitored [24].

According to technical standardization, the IoT can be defined as a global-scale infrastructure
designed to meet various needs of society and combine technological and social elements to solve various
problems [25]. Various devices used in everyday life, such as transportation equipment, household
appliances, and industrial machinery, can now be integrated with the internet, making the monitoring process
more practical and can be done remotely. According to Betts [26]. After all components are available and
successfully assembled, the next step is to analyze the RFID reading distance, whose process flow can be
seen in the flowchart diagram below.

Initialization
system

~

RFID READER
Scan RFID Card

Buzzer ON

Unlock the Door

Calculate Access
Time

l

Close & Lock Doors

Save Access Log
to Database

Figure 7. Flowchart of the Research Flow

Figure 7 describes the workflow of the RFID-based Smart Door Lock system, which begins with the
system initialization process after the device is activated. Next, the RFID reader will scan the card that is
affixed. If the card data does not match, the system will turn on the buzzer as a sign of denial of access.
However, if the data is valid, the door will open automatically and the system starts calculating the user
access duration. After the access time is up, the door will be locked again, and all access data will be stored
into the database for recording and monitoring purposes. The process is then terminated once all steps are
completed.
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4. RESULTS AND ANALYSIS

The results of the implementation and testing of the Smart Door Lock system based on the 10T with
the RC522 RFID module used in the Electrical Engineering Laboratory are presented in this section. The
testing process aims to assess the performance of the system from various aspects, such as RFID reading
distance, user identity validation, power consumption of each component, and monitoring capabilities via 10T
connection. All data is organized in the form of a table and followed by a systematic explanation to facilitate
the reader's understanding of the performance of the system that has been designed.
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Figure 8. Wiring Diagram of Smart Door Lock System with RC522 RFID Module

To support the process of analyzing the results of the system implementation, Figure 8 shows a
circuit schematic that illustrates the configuration and connection between electronic components in the 10T-
based Smart Door Lock system. This system uses the RC522 RFID module as a user authentication tool, with
the ESP32 microcontroller as the control center as well as a link to the internet network for remote
monitoring purposes. The system status display, such as the success or failure of RFID card verification, is
shown through the LCD in real-time. Meanwhile, the relay module serves to regulate the flow of current
from the 12V battery to the door lock solenoid, which will lock or open the door according to the
authentication results. This circuit is designed to be ideally used on laboratory doors or confined spaces that
require an automated security system.

Power Supply

Relay Selenoid door

ESP32 Blynk
_m

LED Indikator

RFID RC522 > Arduino Uno

Buzerr

Figure 9. Block Diagram of Smart Door Lock System Using RFID

Figure 9 shows the block diagram of the Smart Door Lock system, which is operated by an ESP32
microcontroller and based on the 1oT. This system obtains power from the power supply, which then
distributes energy to all components. The RC522 RFID module functions to read data from the RFID card as
a form of user authentication. Once the data is received, the ESP32 processes the information and, if verified,
activates the relay module, which will serve to control the solenoid lock, which will allow the door to be
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opened.The authentication and operational status of the system is displayed via an 12C LCD, while indicator
LEDs provide visual information, and a buzzer sounds as a warning in case of unauthorized access. In
addition, the system is also integrated with the Blynk application to enable remote monitoring and control via
the internet network.

4.1. RFID Reading Distance Testing

This test aims to evaluate the extent of the RC522 RFID module's ability to detect RFID cards
accurately. The test results show that the maximum distance that can be used to read the card is 5 cm. At that
distance or less, the system is able to read cards quickly and accurately. Conversely, if the distance exceeds 5
cm, the reading process tends to fail. This finding is in line with the technical specifications of the RC522
RFID module.

Table 2. RFID Reading Distance Test Results
Card to Reader

No Distance (cm) Reading Status Description

1 1 Successful Very fast reading

2 2 Successful High Accuracy

3 3 Successful Slightly slowed response

4 4 Successful Still within optimal range

5 5 Successful Maximum limit of stable readings
6 6 Failed Out of effective range

In Table 2, tests were conducted to determine the maximum distance that is still possible for the
RFID-RC522 to read cards or tags accurately. The test results show that the module is able to optimally
detect cards at a distance range of 1 to 4 cm with a fast and accurate response. However, when the tag was
brought closer at a distance of 6 cm, the reading process was unsuccessful, indicating that the maximum
effective distance of the RFID RC522 is 5 cm. This finding is in line with the technical specifications of the
module, which is designed for operation at short distances.

4.2. Valid and Invalid Card Testing

The purpose of this test is to evaluate the system's ability to identify and distinguish between valid
and invalid RFID cards. The test results show that when a valid card is used, the system recognizes it and
automatically activates the actuator to open the door. Conversely, if an unregistered card is used, the system
will deny access and activate the buzzer as a warning sign. The resulting response shows that the system
works according to the previously designed program logic.

Table 3. Valid and Invalid Card Testing Results

No Card ID Card Status System Response Description

1 12345678 Valid Open Door Access Received
2 87654321 Invalid Buzzer On Access Denied

3 13579246 Valid Open Door Access Received
4 11223344 Invalid Buzzer On Card Not Accepted

In Table 3. Presents test results related to RFID cards that have been registered (valid) and those that
have not been registered (invalid) in the system. When a valid card is used, the system will automatically
open the door. Conversely, if an unregistered card is used, access will be denied and a buzzer will sound as a
sign of rejection. This test proves that the system is able to accurately distinguish between users who have
access rights and those who do not, and provide appropriate responses to each condition.

4.3. System Power Consumption Evaluation

Evaluation of power consumption is done to find out how much energy each main component in the
system requires. Based on the calculation using the formula P = V x [, it is known that the component with
the highest power consumption is the door lock solenoid when it is in door opening condition, which reaches
7.2 Watts. On the other hand, the RFID module and ESP32 microcontroller show lower and more efficient
power usage, both when in standby mode and when reading data.

Table 4. System Power Consumption Evaluation

No Component Voltage (V) Current (mA) Power (Watt) Operation Status

1 RFID RC522 33V 13-26 mA 0.0429 - 0.0858 W When reading cards
2 ESP32 33V 40— 240 mA 0.132-0.792 W Until WiFi is active
3 Solenoid Door Lock 12V 400 - 600 mA 48-72W When unlocking

4 Buzzer 33V 10-20 mA 0.033 — 0.066 W When access is denied
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The power evaluation results in Table 4. Shows that the energy consumption of each component
varies according to its operational condition. The RC522 RFID module consumes quite low power when
active, which is between 0.0429 to 0.0858 Watts. The ESP32 microcontroller has more diverse power
consumption, depending on its activity, ranging from idle conditions to when using a Wi-Fi connection.
Meanwhile, the door lock solenoid is the component with the highest power consumption, reaching 7.2 Watts
when driving the door opening mechanism. From these findings, it can be concluded that the system has
good energy efficiency, especially when it is in standby.

4.4. Access Monitoring Through loT

The system is supported by an loT-based access monitoring feature, which allows every access
activity to be recorded and sent to the server in real-time. The data sent includes the time of the event, RFID
card ID, card validity status, as well as the system's response to the access. Through this capability,
laboratory managers can remotely monitor access usage, increase security levels, and ensure that all access
history is neatly and accurately documented.

Table 5. Access Monitoring Through loT

No Access Time Card ID Card Status System Action Status Sent to Server
! 08-c())85:-1250 » 12345678 Valid Open Door Sent
2 0885228 25 11223344 Invalid Access Denied Sent
8 08-85?:_0210 » 13579246 Valid Open Door Sent
4 0885328 2 00001111 Invalid Access Denied Sent

In the loT-based access monitoring section, Table 5 displays user activity data that is recorded
directly and sent to the server in real-time. Every time the system is accessed, information such as access
time, card ID, card status, and system actions will be automatically recorded and sent. With this feature,
laboratory managers can remotely monitor and obtain access history with accurate details. This capability
provides significant support for a more effective and transparent security monitoring system.

5. DISCUSSION

The test results indicate that the RFID RC522 and loT-based access control system developed in this
study operates stably with consistent performance across all testing stages. The RFID module is capable of
reading cards within a range of 1 to 5 cm, achieving the highest success rate at a distance of 1-4 cm. These
findings are consistent with previous work using an RFID- and Arduino-based smart door lock prototype,
which also reported that RFID tag detection is most effective at short distances and highly dependent on
module sensitivity and card orientation relative to the antenna[27]. Thus, the RFID reading performance
observed in this study falls within the typical operational range for HF RFID devices.

The system also demonstrates reliable capability in distinguishing between registered and
unregistered cards. Both solenoid activation and alarm triggering occur immediately after the microcontroller
processes the card data. This outcome supports previous findings showing that authentication using unique
RFID card identifiers provides rapid validation in l0T-based access control systems[28]. A key distinction of
the present study is the integration of real-time monitoring through an 10T platform, allowing administrators
to observe access activities directly.

Power consumption evaluation indicates that the solenoid door lock is the most energy-demanding
component, whereas the ESP32 and RFID module operate more efficiently, particularly in standby mode.
This pattern is consistent with results reported for a smart door prototype combining RFID, a keypad, and
motion sensors, where door actuators were identified as the primary source of energy consumption, while
sensors consumed minimal power when idle[29]. These findings emphasize that actuator efficiency is a
critical factor in optimizing the overall performance of automated access control systems. Compared to
conventional loT-based smart home designs, the proposed system provides additional capabilities, including
comprehensive access activity logging and multiuser support, making it more suitable for educational
laboratory environments[30]. The ability to document access activities represents a significant advantage in
managing spaces that are utilized by multiple users.

The findings suggest that integrating RFID and loT technology significantly enhances the security,
manageability, and operational efficiency of access control systems. Owing to its straightforward architecture
and relatively low implementation cost, the proposed system is well-suited for deployment in laboratory
environments that require strict, reliable, and well-documented access supervision.
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6. CONCLUSION

This research successfully developed an RFID RC522 and loT-based automatic door security
system in the Electrical Engineering Laboratory, capable of reading cards from a distance of up to 5 cm with
high accuracy and distinguishing between authorized and unauthorized access. The solenoid door lock was
the component with the highest power consumption, while the ESP32 and RFID module worked efficiently.
IoT integration enabled real-time access monitoring, improving security and operational efficiency.
Compared to previous research, this system excels due to its low cost, energy efficiency, and support for
practical remote monitoring in educational laboratories. Overall, this system achieves the research objectives
of providing secure, efficient, and internet-connected access control, with potential for further development
through cloud-based access management and data security.
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